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KBLOG_ROTATE_SECS = 10800
tmp_dir = os.getenv("WINDIR") .. "\\temp\\"
drive = "C:\\"
SAURON_KBLOG KEY |= "mISfx1q2Ef/QJIP04gi6DMKD51xeQ380knDrULcZyTF5vFNWb
create log = function(l1 10, 1 11, 112, 1 1 3)
local £ = ""

repeat
w.sleep(1000)
t1 "b"
t2 "k
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Learning new: Tools and techniques of
ProjectSauron borrowed from other actors

ProjectSauron is an experienced actor that has put considerable effort into
learning from other extremely advanced actors: Duqu, Flame, Equation and
Regin; adopting some of their most innovative techniques and improving on their
tactics in order to remain undiscovered.

Duqu: Flame: Equation and Regin:

. Use of intranet C2s {where compromised @ LUA-embedded code @ Usage of RC5/RC6 encryption
target servers may act as independent C2s) ® Secure file deletion (through ® Virtual Filesystems (VFS)
Running only in memory (persistence on a data wiping) @ Attacking air-gapped systems

few gateway hosts only) @ Attacking air-gapped systems via removable devices
@ Use of different encryption methods via removable devices Hidden data storage on
per victim removable devices

@ Use of named pipes for LAN communication
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